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Whereas:

1)

)

The protection of natural persons in relation to the processing of personal data is a
fundamental right. Article 8(1) of the Charter of Fundamental Rights of the European
Union (the 'Charter’) and Article 16(1) of the Treaty on the Functioning of the European
Union (TFEU) provide that everyone has the right to the protection of personal data

concerning him or her.

The principles of, and rules on the protection of natural persons with regard to the
processing of their personal data should, whatever their nationality or residence, respect
their fundamental rights and freedoms, in particular their right to the protection of personal
data. This Regulation is intended to contribute to the accomplishment of an area of
freedom, security and justice and of an economic union, to economic and social progress,
to the strengthening and the convergence of the economies within the internal market, and
to the wellrl
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4) The processing of personal data should be designed to serve mankind. The right to the
protection of personal data is not an absolute right; it must be considered in relation to its
function in society and be balanced against other fundamental rights, in accordance with
the principle of proportionality. This Regulation respects all fundamental rights and
observes the freedoms and principles recognised in the Charter as enshrined in the Treaties,
in particular the respect for private and family life, home and communications,the
protection of personal data, freedom of thought, conscience and religion, freedom of
expression and information, freedom to conduct a business, the right to an effective

remedy and to a fair trial, and cultural, religious and linguistic diversity.

(%)
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(6)

(")

(8)

Rapid technological developments and globalisation have brought new challenges for the
protection of personal data. The scale of the collection and sharing of personal data has
increased significantly. Technology allows both private companies and public authorities
to make use of personal data on an unprecedented scale in order to pursue their activities.
Natural persons increasingly make personal information available publicly and globally.
Technology has transformed both the economy and social life, and should further facilitate
the free flow of personal data within the Union and the transfer to third countries and

international organisations, while ensuring a high level of the protection of personal data.

Those developments require a strong and more coherent data protection framework in the
Union, backed by strong enforcement, given the importance of creating the trust that will
allow the digital economy to develop across the internal market. Natural persons should

have control of their own personal data. Legal and practical certainty for natural persons,

economic operators and public authorities should be enhanced.

Where this Regulation provides for specifications or restrictions of its rules by

Member State law, Member States may, as far as necessary for coherence and for making
the national provisions comprehensible to the persons to whom they apply, incorporate
elements of this Regulation into their national law.
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(9)

The objectives and principles of Directive 95/46/EC remain sound, but it has not prevented
fragmentation in the implementation of data protection across the Union, legal uncertainty
or a widespread public perception that there are significant risks to the protection of natural
persons, in particular with regard to online activity. Differences in the level of protection of
the rights and freedoms of natural persons, in particular the right to the protection of
personal data, with regard to the processing of personal data in the Member States may
prevent the free flow of personal data throughout the Union. Those differences may
therefore constitute an obstacle to the pursuit of economic activities at the level of the
Union, distort competition and impede authorities in the discharge of their responsibilities
under Union law. Such a difference in levels of protection is due to the existence of

differences in the implementation and application of Directive 95/46/EC.
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(10)

In order to ensure a consistent and high level of protection of natural persons and to
remove the obstacles to flows of personal data within the Union, the level of protection of
the rights and freedoms of natural persons with regard to the processing of such data
should be equivalent in all Member States. Consistent and homogenous application of the
rules for the protection of the fundamental rights and freedoms of natural persons with
regard to the processing of personal data should be ensured throughout the Union.

Regarding the processing of personal data for complilio
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(11)

(12)

Effective protection of personal data throughout the Union requires the strengthening and
setting out in detail of the rights of data subjects and the obligations of those who process
and determine the processing of personal data, as well as equivalent powers for monitoring
and ensuring compliance with the rules for the protection of personal data and equivalent

sanctions for infringements in the Member States.

Article 16(2) TFEU mandates the European Parliament and the Council to lay down the
rules relating to the protection of natural persons with regard to the processing of personal

data and the rules relating to the free movement of personal data.
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(14)

(15)

The protection afforded by this Regulation should apply to natural persons, whatever their
nationality or place of residence, in relation to the processing of their personal data. This
Regulation does not cover the processing of personal data which concerns legal persons
and in particular undertakings established as legal persons, including the name and the
form of the legal person and the contact details of the legal person.

In order to prevent creating a serious risk of circumvention, the protection of natural
persons should be technologically neutral and should not depend on the techniques used.
The protection of natural persons should apply to the processing of personal data by
automated means, as well as to manual processing, if the personal data are contained or are

intended to be contained in a filing system. Files or sets of files, as well as their cover
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(22)

Any processing of personal data in the context of the activities of an establishment of a
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(24)

The processing of personal data of data subjects who are in the Union by a controller or
processor not established in the Union should also be subject to this Regulation when it is
related to the monitoring of the behaviour of such data subjects in so far as their behaviour
takes place within the Union. In order to determine whether a processing activity can be
considered to monitor the behaviour of data subjects, it should be ascertained whether
natural persons are tracked on the internet including potential subsequent use of personal
data processing techniques which consist of profiling a natural person, particularly in order
to take decisions concerning her or him or for analysing or predicting her or his personal
preferences, behaviours and attitudes.

(25) Where Member State law applies by virtue of public international law, this Regulation
should also apply to a controller not established in the Union, such as in a Member State's
diplomatic mission or consular post.
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(29)

(30)

(31)

In order to create incentives to apply pseudonymisation when processing personal data,
measures of pseudonymisation should, whilst allowing general analysis, be possible within
the same controller when that controller has taken technical and organisational measures
necessary to ensure, for the processing concerned, that this Regulation is implemented, and
that additional information for attributing the personal data to a specific data subject is kept
separately. The controller processing the personal data should indicate the authorised

persons within the same controller.

Natural persons may be associated with online identifiers provided by their devices,
applications, tools and protocols, such as internet protocol addresses, cookie identifiers or
other identifiers such as radio frequency identification tags. This may leave traces which,
in particular when combined with unique identifiers and other information received by the

servers, may be used to create profiles of the natural persons and identify them.

Public authorities to which personal data are disclosed in accordance with a legal
obligation for the exercise of their official mission, such as tax and customs authorities,
financial investigation units, independent administrative authorities, or financial market
authorities responsible for the regulation and supervision of securities markets should not
be regarded as recipients if they receive personal data which are necessary to carry out a
particular inquiry in the general interest, in accordance with Union or Member State law.
The requests for disclosure sent by the public authorities should always be in writing,
reasoned and occasional and should not concern the entirety of a filing system or lead to
the interconnection of filing systems. The processing of personal data by those public
authorities should comply with the applicable data-protection rules according to the

purposes of the processing.

5419/16

AVINT/sr 17
DGD 2 EN



(32) Consent should be given by a clear affirmative act establishing a freely given, specific,
informed and unambiguous indication of the data subject's agreement to the processing of
personal data relating to him or her, such as by a written statement, including by electronic
means, or an oral statement. This could include ticking a box when visiting an internet
website, choosing technical settings for information society services or another statement
or conduct which clearly indicates in this context the data subject's acceptance of the
proposed processing of his or her personal data. Silence, pre-ticked boxes or inactivity
should not therefore constitute consent. Consent should cover all processing activities
carried out for the same purpose or purposes. When the processing has multiple purposes,
consent should be given for all of them. If the data subject's consent is to be given
following a request by electronic means, the request must be clear, concise and not

unnecessarily disruptive to the use of the service for which it is provided.

(33) It is often not possible to fully identify the purpose of personal data processing for
scientific research purposes at the time of data collection. Therefore, data subjects should
be allowed to give their consent to certain areas of scientific research when in keeping with
recognised ethical standards for scientific research. Data subjects should have the
opportunity to give their consent only to certain areas of research or parts of research

projects to the extent allowed by the intended purpose.
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(34)

(35)

Genetic data should be defined as personal data relating to the inherited or acquired genetic
characteristics of a natural person which result from the analysis of a biological sample
from the natural person in question, in particular chromosomal, deoxyribonucleic acid
(DNA) or ribonucleic acid (RNA) analysis, or from the analysis of another element
enabling equivalent information to be obtained.

Personal data concerning health should include all data pertaining to the health status of a
data subject which reveal information relating to the past, current or future physical or
mental health status of the data subject. This includes information about the natural person
collected in the course of the registration for, or the provision of, health care services as
referred to in Directive 2011/24/EU of the European Parliament and of the Council® to that
natural person; a number, symbol or particular assigned to a natural person to uniquely
identify the natural person for health purposes; information derived from the testing or
examination of a body part or bodily substance, including from genetic data and biological
samples; and any information on, for example, a disease, disability, disease risk, medical
history, clinical treatment or the physiological or biomedical state of the data subject
independent of its source, for example from a physician or other health professional, a
hospital, a medical device or an in vitro diagnostic test.

! Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on
the application of patients' rights in cross-border healthcare (OJ L 88, 4.4.2011, p. 45).
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(36)

The main establishment of a controller in the Union should be the place of its central
administration in the Union, unless the decisions on the purposes and means of the
processing of personal data are taken in another establishment of the controller in the
Union, in which case that other establishment should be considered to be the main
establishment. The main establishment of a controller in the Union should be determined
according to objective criteria and should imply the effective and real exercise of
management activities determining the main decisions as to the purposes and means of
processing through stable arrangements. That criterion should not depend on whether the
processing of personal data is carried out at that location. The presence and use of technical
means and technologies for processing personal data or processing activities do not, in
themselves, constitute a main establishment and are therefore not determining criteria for a
main establishment. The main establishment of the processor should be the place of its
central administration in the Union or, if it has no central administration in the Union, the
place where the main processing activities take place in the Union. In cases involving both
the controller and the processor, the competent lead supervisory authority should remain
the supervisory authority of the Member State where the controller has its main
establishment, but the supervisory authority of the processor should be considered to be a
supervisory authority concerned and that supervisory authority should participate in the
cooperation procedure provided for by this Regulation. In any case, the supervisory
authorities of the Member State or Member States where the processor has one or more
establishments should not be considered to be supervisory authorities concerned where the
draft decision concerns only the controller. Where the processing is carried out by a group
of undertakings, the main establishment of the controlling undertaking should be
considered to be the main establishment of the group of undertakings, except where the
purposes and means of processing are determined by another undertaking.
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(40)

In order for processing to be lawful, personal data should be processed on the basis of the
consent of the data subject concerned or some other legitimate basis, laid down by law,
either in this Regulation or in other Union or Member State law as referred to in this
Regulation, including the necessity for compliance with the legal obligation to which the
controller is subject or the necessity for the performance of a contract to which the data
subject is party or in order to take steps at the request of the data subject prior to entering

into a contract.

(41) Where this Regulation refers to a legal basis or a legislative measure , this does not
necessarily require a legislative act adopted by a parliament, without prejudice to
requirements pursuant to the constitutional order of the Member State concerned.
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(42)

(43)

Where processing is based on the data subject's consent, the controller should be able to
demonstrate that the data subject has given consent to the processing operation. In
particular in the context of a written declaration on another matter, safeguards should
ensure that the data subject is aware of the fact that and the extent to which consent is
given. In accordance with Council Directive 93/13/EEC" a declaration of consent
pre-formulated by the controller should be provided in an intelligible and easily accessible
form, using clear and plain language and it should not contain unfair terms. For consent to
be informed, the data subject should be aware at least of the identity of the controller and
the purposes of the processing for which the personal data are intended. Consent should
not be regarded as freely given if the data subject has no genuine or free choice or is unable

to refuse or withdraw consent without detriment.

In order to ensure that consent is freely given, consent should not provide a valid legal
ground for the processing of personal data in a specific case where there is a clear
imbalance between the data subject and the controller, in particular where the controller is
a public authority and it is therefore unlikely that consent was freely given in all the
circumstances of that specific situation. Consent is presumed not to be freely given if it
does not allow separate consent to be given to different personal data processing operations
despite it being appropriate in the individual case, or if the performance of a contract,
including the provision of a service, is dependent on the consent despite such consent not

being necessary for such performance.

Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts
(OJ L 95, 21.4.1993, p. 29).
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(44)

(45)

Processing should be lawful where it is necessary in the context of a contract or the

intention to enter into a contract.

Where processing is carried out in accordance with a legal obligation to which the
controller is subject or where processing is necessary for the performance of a task carried
out in the public interest or in the exercise of official authority, the processing should have
a basis in Union or Member State law. This Regulation does not require a specific law for
each individual processing. A law as a basis for several processing operations based on a
legal obligation to which the controller is subject or where processing is necessary for the
performance of a task carried out in the public interest or in the exercise of an official
authority may be sufficient. It should also be for Union or Member State law to determine
the purpose of processing. Furthermore, that law could specify the general conditions of
this Regulation governing the lawfulness of personal data processing, establish
specifications for determining the controller, the type of personal data which are subject to
the processing, the data subjects concerned, the entities to which the personal data may be
disclosed, the purpose limitations, the storage period and other measures to ensure lawful
and fair processing. It should also be for Union or Member State law to determine whether
the controller performing a task carried out in the public interest or in the exercise of
official authority should be a public authority or another natural or legal person governed
by public law, or, where it is in the public interest to do so, including for health purposes
such as public health and social protection and the management of health care services, by

private law, such as a professional association.
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(46) The processing of personal data should also be regarded to be lawful where it is necessary
to protect an interest which is essential for the life of the data subject or that of another
natural person. Processing of personal data based on the vital interest of another natural

person should in principle take place only where the processing cannot be manifestly based
ona
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(48)

(49)

Controllers that are part of a group of undertakings or institutions affiliated to a central
body may have a legitimate interest in transmitting personal data within the group of
undertakings for internal administrative purposes, including the processing of clients' or
employees' personal data. The general principles for the transfer of personal data, within a

group of undertakings, to an undertaking located in a third country remain unaffected.

The processing of personal data to the extent strictly necessary and proportionate for the
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(50)

The processing of personal data for purposes other than those for which the personal data
were initially collected should be allowed only where the processing is compatible with the
purposes for which the personal data were initially collected. In such a case, no legal basis
separate from that which allowed the collection of the personal data is required. If the
processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller, Union or Member State law may
determine and specify the tasks and purposes for which the further processing should be
regarded as compatible and lawful. Further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes should be
considered to be compatible lawful processing operations. The legal basis provided by
Union or Member State law for the processing of personal data may also provide a legal
basis for further processing. In order to ascertain whether a purpose of further processing is
compatible with the purpose for which the personal data are initially collected, the
controller, after having met all the requirements for the lawfulness of the original
processing, should take into account, inter alia: any link between those purposes and the
purposes of the intended further processing; the context in which the personal data have
been collected, in particular the reasonable expectations of data subjects based on their
relationship with the controller as to their further use; the nature of the personal data; the
consequences of the intended further processing for data subjects; and the existence of

appropriate safeguards in both the original and intended further processing operations.
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Where the data subject has given consent or the processing is based on Union or Member
State law which constitutes a necessary and proportionate measure in a democratic society
to safeguard, in particular, important objectives of general public interest, the controller
should be allowed to further process the personal data irrespective of the compatibility of
the purposes. In any case, the application of the principles set out in this Regulation and in
particular the information of the data subject on those other purposes and on his or her
rights including the right to object, should be ensured. Indicating possible criminal acts or
threats to public security by the controller and transmitting the relevant personal data in
individual cases or in several cases relating to the same criminal act or threats to public
security to a competent authority should be regarded as being in the legitimate interest
pursued by the controller. However, such transmission in the legitimate interest of the
controller or further processing of personal data should be prohibited if the processing is
not compatible with a legal, professional or other binding obligation of secrecy.
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(51)

Personal data which are, by their nature, particularly sensitive in relation to fundamental
rights and freedoms merit specific protection as the context of their processing could create
significant risks to the fundamental rights and freedoms. Those personal data should
include personal data revealing racial or ethnic origin, whereby the use of the term 'racial
origin' in this Regulation does not imply an acceptance by the Union of theories which
attempt to determine the existence of separate human races. The processing of photographs

should not systematically be considered to be processing of special categories of personal
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(52)

Derogating from the prohibition on processing special categories of personal data should
also be allowed when provided for in Union or Member State law and subject to suitable
safeguards, so as to protect personal data and other fundamental rights, where it is in the
public interest to do so, in particular processing personal data in the field of employment
law, social protection law including pensions and for health security, monitoring and alert
purposes, the prevention or control of communicable diseases and other serious threats to
health. Such a derogation may be made for health purposes, including public health and the
management of health-care services, especially in order to ensure the quality and
cost-effectiveness of the procedures used for settling claims for benefits and services in the
health insurance system, or for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes. A derogation should also allow the
processing of such personal data where necessary for the establishment, exercise or
defence of legal claims, whether in court proceedings or in an administrative or

out-of-court procedure.
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(57) If the personal data processed by a controller do not permit the controller to identify a
natural person, the data controller should not be obliged to acquire additional information
in order to identify the data subject for the sole purpose of complying with any provision of
this Regulation. However, the controller should not refuse to take additional information
provided by the data subject in order to support the exercise of his or her rights.

Identification should include the digital identification of a data subject, for example
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(63)

A data subject should have the right of access to personal data which have been collected
concerning him or her, and to exercise that right easily and at reasonable intervals, in order
to be aware of, and verify, the lawfulness of the processing. This includes the right for data
subjects to have access to data concerning their health, for example the data in their
medical records containing information such as diagnoses, examination results,
assessments by treating physicians and any treatment or interventions provided. Every data
subject should therefore have the right to know and obtain communication in particular
with regard to the purposes for which the personal data are processed, where possible the
period for which the personal data are processed, the recipients of the personal data, the
logic involved in any automatic personal data processing and, at least when based on
profiling, the consequences of such processing. Where possible, the controller should be
able to provide remote access to a secure system which would provide the data subject
with direct access to his or her personal data. That right should not adversely affect the
rights or freedoms of others, including trade secrets or intellectual property and in
particular the copyright protecting the software. However, the result of those
considerations should not be a refusal to provide all information to the data subject. Where
the controller processes a large quantity of information concerning the data subject, the
controller should be able to request that, before the information is delivered, the data

subject specify the information or processing activities to which the request relates.
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(68)

To further strengthen the control over his or her own data, where the processing of

personal data is carried out by automated means, the data subje
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(71) The data subject should have the right not to be subject to a decision, which may include a
measure, evaluating personal aspects relating to him or her which is based solely on
automated processing and which produces legal effects concerning him or her or similarly
significantly affects him or her, such as automatic refusal of an online credit application or
e-recruiting practices without any human intervention. Such processing includes 'profiling’
that consists of any form of automated processing of personal data evaluating the personal
aspects relating to a natural person, in particular to analyse or predict aspects concerning
the data subject's performance at work, economic situation, health, personal preferences or
interests, reliability or behaviour, location or movements, where it produces legal effects
concerning him or her or similarly significantly affects him or her. However,
decision-making based on such processing, including profiling, should be allowed where
expressly authorised by Union or Member State law to which the controller is subject,
including for fraud and tax-evasion monitoring and prevention purposes conducted in
accordance with the regulations, standards and recommendations of Union institutions or
national oversight bodies and to ensure the security and reliability of a service provided by
the controller, or necessary for the entering or performance of a contract between the data
subject and a controller, or when the data subject has given his or her explicit consent. In
any case, such processing should be subject to suitable safeguards, which should include
specific information to the data subject and the right to obtain human intervention, to
express his or her point of view, to obtain an explanation of the decision reached after such
assessment and to challenge the decision. Such measure should not concern a child.
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In order to ensure fair and transparent processing in respect of the data subject, taking into
account the specific circumstances and context in which the personal data are processed,

the controller should use appropriate mathematical or statistical procedures for the
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(73)

Restrictions concerning specific principles and concerning the rights of information, access
to and rectification or erasure of personal data and on the right to data portability, the right
to object, decisions based on profiling, as well as on the communication of a personal data
breach to a data subject and on certain related obligations of the controllers may be
imposed by Union or Member State law, as far as necessary and proportionate in a
democratic society to safeguard public security, including the protection of human life
especially in response to natural or man made disasters, the prevention, investigation and
prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security, or of breaches of
ethics for regulated professions, other important objectives of general public interest of the
Union or of a Member State, in particular an important economic or financial interest of

the Union or of a Member State, the keeping of public registers kept for reasons of general
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(74)

(75)

The responsibility and liability of the controller for any processing of personal data carried
out by the controller or on the controller's behalf should be established. In particular, the
controller should be obliged to implement appropriate and effective measures and be able
to demonstrate the compliance of processing activities with this Regulation, including the
effectiveness of the measures. Those measures should take into account the nature, scope,
context and purposes of the processing and the risk to the rights and freedoms of natural

persons.

The risk to the rights and freedoms of natural persons , of varying likelihood and severity,
may result from personal data processing which could lead to physical, material or
non-material damage, in particular: where the processing may give rise to discrimination,
identity theft or fraud, financial loss, damage to the reputation, loss of confidentiality of
personal data protected by professional secrecy, unauthorised reversal of
pseudonymisation, or any other significant economic or social disadvantage; where data
subjects might be deprived of their rights and freedoms or prevented from exercising
control over their personal data; where personal data are processed which reveal racial or
ethnic origin, political opinions, religion or philosophical beliefs, trade-union membership,
and the processing of genetic data, data concerning health or data concerning sex life or
criminal convictions and offences or related security measures; where personal aspects are
evaluated, in particular analysing or predicting aspects concerning performance at work,
economic situation, health, personal preferences or interests, reliability or behaviour,
location or movements, in order to create or use personal profiles; where personal data of
vulnerable natural persons, in particular of children, are processed; or where processing

involves a large amount of personal data and affects a large number of data subjects.
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(76)

The likelihood and severity of the risk to the rights and freedoms of the data subject should
be determined by reference to the nature, scope, context and purposes of the processing.
Risk should be evaluated on the basis of an objective assessment, by which it is established

whether data processing operations involve a risk or a high risk.

(77) Guidance on the implementation of appropriate measures and on the demonstration of
compliance by the controller or the processor, especially as regards the identification of the
risk related to the processing, their as
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(81)

To ensure compliance with the requirements of this Regulation in respect of the processing
to be carried out by the processor on behalf of the controller, when entrusting a processor
with processing activities, the controller should use only processors providing sufficient
guarantees, in particular in terms of expert knowledge, reliability and resources, to
implement technical and organisational measures which will meet the requirements of this
Regulation, including for the security of processing. The adherence of the processor to an
approved code of conduct or an approved certification mechanism may be used as an
element to demonstrate compliance with the obligations of the controller. The carrying-out
of processing by a processor should be governed by a contract or other legal act under
Union or Member State law, binding the processor to the controller, setting out the
subject-matter and duration of the processing, the nature and purposes of the processing,
the type of personal data and categories of data subjects, taking into account the specific
tasks and responsibilities of the processor in the context of the processing to be carried out
and the risk to the rights and freedoms of the data subject. The controller and processor
may choose to use an individual contract or standard contractual clauses which are adopted
either directly by the Commission or by a supervisory authority in accordance with the
consistency mechanism and then adopted by the Commission. After the completion of the
processing on behalf of the controller, the processor should, at the choice of the controller,
return or delete the personal data, unless there is a requirement to store the personal data

under Union or Member State law to which the processor is subject.
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(82)

(83)

In order to demonstrate compliance with this Regulation, the controller or processor should
maintain records of processing activities under its responsibility. Each controller and
processor should be obliged to cooperate with the supervisory authority and make those
records, on request, available to it, so that it might serve for monitoring those processing

operations.

In order to maintain security and to prevent processing in infringement of this Regulation,
the controller or processor should evaluate the risks inherent in the processing and
implement measures to mitigate those risks, such as encryption. Those measures should
ensure an appropriate level of security, including confidentiality, taking into account the
stateof the art and the costs of implementation in relation to the risks and the nature of the

personal data to be protected. In assessing data secur
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(84) In order to enhance compliance with this Regulation where processing operations are likely
to result in a high risk to the rights and freedoms of natural persons, the controller should

be responsible for the carrying-
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(85)

A personal data breach may, if not addressed in an appropriate and timely manner, result in
physical, material or non-material damage to natural persons such as loss of control over
their personal data or limitation of their rights, discrimination, identity theft or fraud,
financial loss, unauthorised reversal of pseudonymisation, damage to reputation, loss of
confidentiality of personal data protected by professional secrecy or any other significant
economic or social disadvantage to the natural person concerned. Therefore, as soon as the
controller becomes aware that a personal data breach has occurred, the controller should
notify the personal data breach to the supervisory authority without undue delay and,
where feasible, not later than 72 hours after having become aware of it, unless the
controller is able to demonstrate, in accordance with the accountability principle, that the
personal data breach is unlikely to result in a risk to the rights and freedoms of natural
persons. Where such notification cannot be achieved within 72 hours, the reasons for the
delay should accompany the notification and information may be provided in phases
without undue further delay.
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(90) In such cases, a data protection impact assessment should be carried out by the controller
prior to the processing in order to assess the particular likelihood and severity of the high
risk, taking into account the nature, scope, context and purposes of the processing and the
sources of the risk. That impact assessment should include, in particular, the measures,
safeguards and mechanisms envisaged for mitigating that risk, ensuring the protection of

personal data and demonstrating compliance with this Regulation.
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(91)

This should in particular apply to large-scale processing operations which aim to process a
considerable amount of personal data at regional, national or supranational level and which
could affect a large number of data subjects and which are likely to result in a high risk, for
example, on account of their sensitivity, where in accordance with the achieved state of
technological knowledge a new technology is used on a large scale as well as to other
processing operations which result in a high risk to the rights and freedoms of data
subjects, in particular where those operations render it more difficult for data subjects to
exercise their rights. A data protection impact assessment should also be made where
personal data are processed for taking decisions regarding specific natural persons
following any systematic and extensive evaluation of personal aspects relating to natural
persons based on profiling those data or following the processing of special categories of
personal data, biometric data, or data on criminal convictions and offences or related
security measures. A data protection impact assessment is equally required for monitoring
publicly accessible areas on a large scale, especially when using optic-electronic devices or
for any other operations where the competent supervisory authority considers that the

processing is likely to result in a high risk to the rights and freedoms of data subjects, in
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(92)

There are circumstances under which it may be reasonable and economical for the subject
of a data protection impact assessment to be broader than a single project, for example
where public authorities or bodies intend to establish a common application or processing
platform or where several controllers plan to introduce a common application or processing

environment across an industry sector or segment or for a widely used horizontal activity.

(93) In the context of the adoption of the Member State law on which the performance of the
tasks of the public authority or public body is based and which regulates the specific
processing operation or set of operations in question, Member States may deem it
necessary to carry out such assessment prior to the processing activities.
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(94)

(95)

Where a data protection impact assessment indicates that the processing would, in the
absence of safeguards, security measures and mechanisms to mitigate the risk, result in a
high risk to the rights and freedoms of natural persons and the controller is of the opinion
that the risk cannot be mitigated by reasonable means in terms of available technologies
and costs of implementation, the supervisory authority should be consulted prior to the
start of processing activities. Such high risk is likely to result from certain types of
processing and the extent and frequency of processing, which may result also in a
realisation of damage or interference with the rights and freedoms of the natural person.
The supervisory authority should respond to the request for consultation within a specified
period. However, the absence of a reaction of the supervisory authority within that period
should be without prejudice to any intervention of the supervisory authority in accordance
with its tasks and powers laid down in this Regulation, including the power to prohibit
processing operations. As part of that consultation process, the outcome of a data
protection impact assessment carried out with regard to the processing at issue may be
submitted to the supervisory authority, in particular the measures envisaged to mitigate the

risk to the rights and freedoms of natural persons.

The processor should assist the controller, where necessary and upon request, in ensuring
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(96)

A consultation of the supervisory authority should also take place in the course of the
preparation of a legislative or regulatory measure which provides for the processing of
personal data, in order to ensure compliance of the intended processing with this

Regulation and in particular to mitigate the risk involved for the data subject.

(97) Where the processing is carried out by a public authority, except for courts or independent
judicial authorities when acting in their judicial capacity, where, in the private sector,
processing is carried out by a controller whose core activities consist of processing
operations that require regular and systematic monitoring of the data subjects on a large
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(98)

Associations or other bodies representing categories of controllers or processors should be
encouraged to draw up codes of conduct, within the limits of this Regulation, so as to
facilitate the effective application of this Regulation, taking account of the specific
characteristics of the processing carried out in certain sectors and the specific needs of
micro, small and medium enterprises. In particular, such codes of conduct could calibrate
the obligations of controllers and processors, taking into account the risk likely to result

from the processing for the rights and freedoms of natural persons.

(99) When drawing up a code of conduct, or when amending or extending such a code,
associations and other bodies representing categories of controllers or processors should
consult relevant stakeholders, including data subjects where feasible, and have regard to
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(101)

(102)

Flows of personal data to and from countries outside the Union and international
organisations are necessary for the expansion of international trade and international
cooperation. The increase in such flows has raised new challenges and concerns with
regard to the protection of personal data. However, when personal data are transferred
from the Union to controllers, processors or other recipients in third countries or to
international organisations, the level of protection of natural persons ensured in the Union
by this Regulation should not be undermined, including in cases of onward transfers of
personal data from the third country or international organisation to controllers, processors
in the same or another third country or international organisation. In any event, transfers to
third countries and international organisations may only be carried out in full compliance
with this Regulation. A transfer could take place only if, subject to the other provisions of
this Regulation, the conditions laid down in the provisions of this Regulation relating to the
transfer of personal data to third countries or international organisations are complied with

by the controller or processor.

This Regulation is without prejudice to international agreements concluded between the
Union and third countries regulating the transfer of personal data including appropriate
safeguards for the data subjects. Member States may conclude international agreements
which involve the transfer of personal data to third countries or international organisations,
as far as such agreements do not affect this Regulation or any other provisions of Union
law and include an appropriate level of protection for the fundamental rights of the data

subjects.
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(104)  In line with the fundamental values on which the Union is founded, in particular the
protection of human rights, the Commission should, in its assessment of the third country,
or of a territory or specified sector within a third country, take into account how a

particular third country respects the rule of law, access to justice as well as international
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(105)

Apart from the international commitments the third country or international organisation
has entered into, the Commission should take account of obligations arising from the third

country'
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(108)  In the absence of an adequacy decision, the controller or processor should take measures to
compensate for the lack of data protection in a third country by way of appropriate
safeguards for the data subject. Such appropriate safeguards may consist of making use of
binding corporate rules, standard data protection clauses adopted by the Commission,
standard data protection clauses adopted by a supervisory authority or contractual clauses
authorised by a supervisory authority. Those safeguards should ensure compliance with
data protection requirements and the rights of the data subjects appropriate to processing

within the Union, including the availability

5419/16 AVINT/sr 68
DGD 2 EN



(109)

The possibility for the controller or processor to use standard data-protection clauses
adopted by the Commission or by a supervisory authority should prevent controllers or
processors neither from including the standard data-protection clauses in a wider contract,
such as a contract between the processor and another processor, nor from adding other
clauses or additional safeguards provided that they do not contradict, directly or indirectly,
the standard contractual clauses adopted by the Commission or by a supervisory authority
or prejudice the fundamental rights or freedoms of the data subjects. Controllers and
processors should be encouraged to provide additional safeguards via contractual
commitments that supplement standard protection clauses.

(110) A group of undertakings, or a group of enterprises engaged in a joint economic activity,
should be able to make use of approved binding corporate rules for its international
transfers from the Union to organisations within the same group of undertakings, or group
of enterprises engaged in a joint economic activity, provided that such corporate rules
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(111)

Provisions should be made for the possibility for transfers in certain circumstances where
the da
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(112)

Those derogations should in particular apply to data transfers required and necessary for
important reasons of public interest, for example in cases of international data exchange
between competition authorities, tax or customs administrations, between financial
supervisory authorities, between services competent for social security matters, or for
public health, for example in the case of contact tracing for contagious diseases or in order
to reduce and/or eliminate doping in sport. A transfer of personal data should also be
regarded as lawful where it is necessary to protect an interest which is essential for the data
subject's or another person’s vital interests, including physical integrity or life, if the data
subject is incapable of giving consent. In the absence of an adequacy decision, Union or
Member State law may, for important reasons of public interest, expressly set limits to the
transfer of specific categories of data to a third country or an international organisation.
Member States should notify such provisions to the Commission. Any transfer to an
international humanitarian organisation of personal data of a data subject who is physically
or legally incapable of giving consent, with a view to accomplishing a task incumbent
under the Geneva Conventions or to complying with international humanitarian law
applicable in armed conflicts, could be considered to be necessary for an important reason
of public interest or because it is in the vital interest of the data subject.
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(113)

(114)

Transfers which can be qualified as not repetitive and that only concern a limited number
of data subjects, could also be possible for the purposes of the compelling legitimate
interests pursued by the controller, when those interests are not overridden by the interests
or rights and freedoms of the data subject and when the controller has assessed all the
circumstances surrounding the data transfer. The controller should give particular
consideration to the nature of the personal data, the purpose and duration of the proposed
processing operation or operations, as well as the situation in the country of origin, the
third country and the country of final destination, and should provide suitable safeguards to
protect fundamental rights and freedoms of natural persons with regard to the processing of
their personal data. Such transfers should be possible only in residual cases where none of
the other grounds for transfer are applicable. For scientific or historical research purposes
or statistical purposes, the legitimate expectations of society for an increase of knowledge
should be taken into consideration. The controller should inform the supervisory authority

and the data subject about the transfer.

In any case, where the Commission has taken no decision on the adequate level of data
protection in a third country, the controller or processor should make use of solutions that
provide data subjects with enforceable and effective rights as regards the processing of
their data in the Union once those data have been transferred so that that they will continue

to benefit from fundamental rights and safeguards.
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(116)

When personal data moves across borders outside the Union it may put at increased risk
the ability of natural persons to exercise data protection rights in particular to protect
themselves from the unlawful use or disclosure of that information. At the same time,
supervisory authorities may find that they are unable to pursue complaints or conduct
investigations relating to the activities outside their borders. Their efforts to work together
in the cross-border context may also be hampered by insufficient preventative or remedial
powers, inconsistent legal regimes, and practical obstacles like resource constraints.
Therefore, there is a need to promote closer cooperation among data protection supervisory
authorities to help them exchange information and carry out investigations with their

international counterparts. For the purposes of developing international cooperation
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(118)

The independence of supervisory authorities should not mean that the supervisory
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(121)

The general conditions for the member or members of the supervisory authority should be
laid down by law in each Member State and should in particular provide that those

members are to be appointed, by means of a transparent procedure, either by the
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(123)

The supervisory authorities should monitor the application of the provisions pursuant to
this Regulation and contribute to its consistent application throughout the Union, in order
to protect natural persons in relation to the processing of their personal data and to
facilitate the free flow of personal data within the internal market. For that purpose, the
supervisory authorities should cooperate with each other and with the Commission,
without the need for any agreement between Member States on the provision of mutual

assistance or on such cooperation.
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(124)

Where the processing of personal data takes place in the context of the activities of an
establishment of a controller or a processor in the Union and the controller or processor is
established in more than one Member State, or where processing taking place in the
context of the activities of a single establishment of a controller or processor in the Union
substantially affects or is likely to substantially affect data subjects in more than one
Member State, the supervisory authority for the main establishment of the controller or
processor or for the single establishment of the controller or processor should act as lead
authority. It should cooperate with the other authorities concerned, because the controller
or processor has an establishment on the territory of their Member State, because data
subjects residing on their territory are substantially affected, or because a complaint has
been lodged with them. Also where a data subject not residing in that Member State has
lodged a complaint, the supervisory authority with which such complaint has been lodged
should also be a supervisory authority concerned. Within its tasks to issue guidelines on
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(127)

Each supervisory authority not acting as the lead supervisory authority should be
competent to handle local cases where the controller or processor is established in more
than one Member State, but the subject matter of the specific processing concerns only
processing carried out in a single Member State and involves only data subjects in that
single Member State, for example, where the subject matter concerns the processing of
employees' personal data in the specific employment context of a Member State. In such

cases, the supervisory authority should inform the lead supervisory authority without delay
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(128)

The rules on the lead supervisory authority and the one-stop-shop mechanism should not
apply where the processing is carried out by public authorities or private bodies in the
public interest. In such cases the only supervisory authority competent to exercise the
powers conferred to it in accordance with this Regulation should be the supervisory
authority of the Member State where the public authority or private body is established.
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(130)

(131)

Where the supervisory authority with which the complaint has been lodged is not the lead
supervisory authority, the lead supervisory authority should closely cooperate with the
supervisory authority with which the complaint has been lodged in accordance with the
provisions on cooperation and consistency laid down in this Regulation. In such cases, the
lead supervisory authority should, when taking measures intended to produce legal effects,
including the imposition of administrative fines, take utmost account of the view of the
supervisory authority with which the complaint has been lodged and which should remain
competent to carry out any investigation on the territory of its own Member State in liaison
with the competent supervisory authority.

Where another supervisory authority should act as a lead supervisory authority for the
processing activities of the controller or processor but the concrete subject matter of a
complaint or the possible infringement concerns only processing activities of the controller
or processor in the Member State where the complaint has been lodged or the possible
infringement detected and the matter does not substantially affect or is not likely to
substantially affect data subjects in other Member States, the supervisory authority

receiving a complaint or detecting or being informed otherwise of situations that entail
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(136)

In applying the consistency mechanism, the Board should, within a determined period of
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(141)

Every data subject should have the right to lodge a complaint with a single supervisory
authority, in particular in the Member State of his or her habitual residence, and the right to
an effective judicial remedy in accordance with Article 47 of the Charter if the data subject
considers that his or her rights under this Regulation are infringed or where the supervisory
authority does not act on a complaint, partially or wholly rejects or dismisses a complaint
or does not act where such action is necessary to protect the rights of the data subject. The
investigation following a complaint should be carried out, subject to judicial review, to the
extent that is appropriate in the specific case. The supervisory authority should inform the
data subject of the progress and the outcome of the complaint within a reasonable period. If
the case requires further investigation or coordination with another supervisory authority,
intermediate information should be given to the data subject. In order to facilitate the
submission of complaints, each supervisory authority should take measures such as
providing a complaint submission form which can also be completed electronically,

without excluding other means of communication.
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(142)

Where a data subject considers that his or her rights under this Regulation are infringed, he
or she should have the right to mandate a not-for-profit body, organisation or association
which is constituted in accordance with the law of a Member State, has statutory objectives
which are in the public interest and is active in the field of the protection of personal data
to lodge a complaint on his or her behalf with a supervisory authority, exercise the right to
a judicial remedy on behalf of data subjects or, if provided for in Member State law,
exercise the right to receive compensation on behalf of data subjects. A Member State may
provide for such a body, organisation or association to have the right to lodge a complaint
in that Member State, independently of a data subject's mandate, and the right to an
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(143)

Any natural or legal person has the right to bring an action for annulment of decisions of
the Board before the Court of Justice under the conditions provided for in

Article 263 TFEU. As addressees of such decisions, the supervisory authorities
concernedwhich wish to challenge them have to bring action within two months of being
notified of them, in accordance with Article 263 TFEU. Where decisions of the Board are
of direct and individual concern to a controller, processor or complainant, the latter may
bring an action for annulment against those decisions within two months of their
publication on the website of the Board, in accordance with Article 263 TFEU. Without
prejudice to this right under Article 263 TFEU, each natural or legal person should have an
effective judicial remedy before the competent national court against a decision of a
supervisory authority which produces legal effects concerning that person. Such a decision
concerns in particular the exercise of investigative, corrective and authorisation powers by
the supervisory authority or the dismissal or rejection of complaints. However, the right to
an effective judicial remedy does not encompass measures taken by supervisory authorities
which are not legally binding, such as opinions issued by or advice provided by the
supervisory authority. Proceedings against a supervisory authority should be brought
before the courts of the Member State where the supervisory authority is established and
should be conducted in accordance with that Member State's procedural law. Those courts
should exercise full jurisdiction, which should include jurisdiction to examine all questions

of fact and law relevant to the dispute before them.
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Where a complaint has been rejected or dismissed by a supervisory authority, the
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(144)

(145)

Where a court seized of proceedings against a decision by a supervisory authority has
reason to believe that proceedings concerning the same processing, such as the same
subject matter as regards processing by the same controller or processor, or the same cause
of action, are brought before a competent court in another Member State, it should contact
that court in order to confirm the existence of such related proceedings. If related
proceedings are pending before a court in another Member State, any court other than the
court first seized may stay its proceedings or may, on request of one of the parties, decline
jurisdiction in favour of the court first seized if that court has jurisdiction over the
proceedings in question and its law permits the consolidation of such related proceedings.
Proceedings are deemed to be related where they are so closely connected that it is
expedient to hear and determine them together in order to avoid the risk of irreconcilable

judgments resulting from separate proceedings.

For proceedings against a controller or processor, the plaintiff should have the choice to
bring the action before the courts of the Member States where the controller or processor
has an establishment or where the data subject resides, unless the controller is a public

authority of a Member State acting in the exercise of its public powers.
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(146)

The controller or processor should compensate any damage which a person may suffer as a
result of processing that infringes this Regulation. The controller or processor should be
exempt from liability if it proves that it is not in any way responsible for the damage. The
concept of damage should be broadly interpreted in the light of the case-law of the Court of
Justice in a manner which fully reflects the objectives of this Regulation. This is without
prejudice to any claims for damage deriving from the violation of other rules in Union or
Member State law. Processing that infringes this Regulation also includes processing that
infringes delegated and implementing acts adopted in accordance with this Regulation and
Member State law specifying rules of this Regulation. Data subjects should receive full and
effective compensation for the damage they have suffered. Where controllers or processors
are involved in the same processing, each controller or processor should be held liable for
the entire damage. However, where they are joined to the same judicial proceedings, in
accordance with Member State law, compensation may be apportioned according to the
responsibility of each controller or processor for the damage caused by the processing,
provided that full and effective compensation of the data subject who suffered the damage
is ensured. Any controller or processor which has paid full compensation may
subsequently institute recourse proceedings against other controllers or processors

involved in the same processing.
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(147)  Where specific rules on jurisdiction are contained in this Regulation, in particular as
regards proceedings seeking a judicial remedy including compensation, against a controller
or processor, general jurisdiction rules such as those of Regulation (EU) No 1215/2012 of
the European Parliament and of the Council® should not prejudice the application of such
specific rules.

(148)  In order to strengthen the enforcement of the rules of this Regulation, penalties including
administrative fines should be imposed for any infringement of this Regulation, in addition
to, or instead of appropriate measures imposed by the supervisory authority pursuant to this
Regulation. In a case of a minor infringement or if the fine likely to be imposed would
constitute a disproportionate burden to a natural person, a reprimand may be issued instead
of a fine. Due regard should however be given to the nature, gravity and duration of the
infringement, the intentional character of the infringement, actions taken to mitigate the
damage suffered, degree of responsibility or any relevant previous infringements, the
manner in which the infringement became known to the supervisory authority, compliance
with measures ordered against the controller or processor, adherence to a code of conduct
and any other aggravating or mitigating factor. The imposition of penalties including
administrative fines should be subject to appropriateprocedural safeguards in accordance
with the general principles of Union law and the Charter, including effective judicial

protection and due process.

! Regulation (EU) No 1215/2012 of the European Parliament and of the Council of
12 December 2012 on jurisdiction and the recognition and enforcement of judgments in civil
and commercial matters (OJ L 351, 20.12.2012, p. 1).
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(149)

Member States should be able to lay down the rules on criminal penalties for infringements

of this Regulation, including for infringements of national rules adopted pursuant to and
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In order to strengthen and harmonise administrative penalties for infringements of this

(150)
Regulation, each supervisory authority should have the power to impose administrative
fines. This Regulation should indicate infringements and the upper limit and criteria for
fixing the related administrative fines, which should be determined by the competent
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(151)

(152)

The legal systems of Denmark and Estonia do not allow for administrative fines as set out
in this Regulation. The rules on administrative fines may be applied in such a manner that
in Denmark the fine is imposed by competent national courts as a criminal penalty and in
Estonia the fine is imposed by the supervisory authority in the framework of a
misdemeanor procedure, provided that such an application of the rules in those

Member States has an equivalent effect to administrative fines imposed by supervisory
authorities. Therefore the competent national courts should take into account the
recommendation by the supervisory authority initiating the fine. In any event, the fines

imposed should be effective, proportionate and dissuasive.

Where this Regulation does not harmonise administrative penalties or where necessary in
other cases, for example in cases of serious infringements of this Regulation,

Member States should implement a system which provides for effective, proportionate and
dissuasive penalties. The nature of such penalties, criminal or administrative, should be

determined by Member State law.
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(153)

Member States law should reconcile the rules governing freedom of expression and
information, including journalistic, academic, artistic and or literary expression with the
right to the protection of personal data pursuant to this Regulation. The processing of
personal data solely for journalistic purposes, or for the purposes of academic, artistic or
literary expression should be subject to derogations or exemptions from certain provisions
of this Regulation if necessary to reconcile the right to the protection of personal data with
the right to freedom of expression and information, as enshrined in Article 11 of the
Charter. This should apply in particular to the processing of personal data in the
audiovisual field and in news archives and press libraries. Therefore, Member States
should adopt legislative measures which lay down the exemptions and derogations
necessary for the purpose of balancing those fundamental rights. Member States should
adopt such exemptions and derogations on general principles, the rights of the data subject,
the controller and the processor, the transfer of personal data to third countries or
international organisations, the independent supervisory authorities, cooperation and
consistency, and specific data-processing situations. Where such exemptions or
derogations differ from one Member State to another, the law of the Member State to
which the controller is subject should apply. In order to take account of the importance of
the right to freedom of expression in every democratic society, it is necessary to interpret

notions relating to that freedom, such as journalism, broadly.
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(156)  The processing of personal data for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes should be subject to appropriate
safeguards for the rights and freedoms of the data subject pursuant to this Regulation.

Those safeguards should ensure that technical and organisational measures are in place in
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(162)  Where personal data are processed for statistical purposes, this Regulation should apply to
that processing. Union or Member State law should, within the limits of this Regulation,
determine statistical content, control of access, specifications for the processing of personal
data for statistical purposes and appropriate measures to safeguard the rights and freedoms
of the data subject and for ensuring statistical confidentiality. Statistical purposes mean any
operation of collection and the processing of personal data necessary for statistical surveys
or for the production of statistical results. Those statistical results may further be used for
different purposes, including a scientific research purpose. The statistical purpose implies
that the result of processing for statistical purposes is not personal data, but aggregate data,
and that this result or the personal data are not used in support of measures or decisions

regarding any particular natural person.

(163)  The confidential information which the Union and national statistical authorities collect for
the production of official European and official national statistics should be protected.
European statistics should be developed, produced and disseminated in accordance with
the statistical principles as set out in Article 338(2) TFEU, while national statistics should
also comply with Member State law. Regulation (EC) No 223/2009 of the European
Parliament and of the Council* provides further specifications on statistical confidentiality

for European statistics.

! Regulation (EC) No 223/2009 of the European Parliament and of the Council of
11 March 2009 on European statistics and repealing Regulation (EC, Euratom)
No 1101/2008 of the European Parliament and of the Council on the transmission of data
subject to statistical confidentiality to the Statistical Office of the European Communities,
Council Regulation (EC) No 322/97 on Community Statistics, and Council
Decision 89/382/EEC, Euratom establishing a Committee on the Statistical Programmes of
the European Communities (OJ L 87, 31.3.2009, p. 164).
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(164)  As regards the powers of the supervisory authorities to obtain from the controller or
processor access to personal data and access to their premises, Member States may adopt
by law, within the limits of this Regulation, specific rules in order to safeguard the
professional or other equivalent secrecy obligations, in so far as necessary to reconcile the
right to the protection of personal data with an obligation of professional secrecy. This is
without prejudice to existing Member State obligations to adopt rules on professional

secrecy where required by Union law.

(165)  This Regulation respects and does not prejudice the status under existing constitutional law
of churches and religious associations or communities in the Member States, as recognised
in Article 17 TFEU.

(166) In order to fulfil the objectives of this Regulation, namely to protect the fundamental rights
and freedoms of natural persons and in particular their right to the protection of personal
data and to ensure the free movement of personal data within the Union, the power to
adopt acts in accordance with Article 290 TFEU should be delegated to the Commission.
In particular, delegated acts should be adopted in respect of criteria and requirements for
certification mechanisms, information to be presented by standardised icons and
procedures for providing such icons. It is of particular importance that the Commission
carry out appropriate consultations during its preparatory work, including at expert level.
The Commission, when preparing and drawing-up delegated acts, should ensure a
simultaneous, timely and appropriate transmission of relevant documents to the European

Parliament and to the Council.
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(167)  In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission when provided for by this
Regulation. Those powers should be exercised in accordance with Regulation (EU)

No 182/2011. In that context, the Commission should consider specific measures for

micro, small and medium-sized enterprises.

(168)  The examination procedure should be used for the adoption of implementing acts on
standard contractual clauses between controllers and processors and between processors;
codes of conduct; technical standards and mechanisms for certification; the adequate level
of protection afforded by a third country, a territory or a specified sector within that third
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(170)  Since the objective of this Regulation, namely to ensure an equivalent level of protection
of natural persons and the free flow of personal data throughout the Union, cannot be
sufficiently achieved by the Member States and can rather, by reason of the scale or effects

of the action, be better achieved at Union level, the Union may adopt measures, in
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(173)

This Regulation should apply to all matters concerning the protection of fundamental rights
and freedoms vis-a-vis the processing of personal data which are not subject to specific
obligations with the same objective set out in Directive 2002/58/EC of the European
Parliament and of the Council®, including the obligations on the controller and the rights of
natural persons. In order to clarify the relationship between this Regulation and

Directive 2002/58/EC, that Directive should be amended accordingly. Once this

Regulation is adopted, Directive 2002/58
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CHAPTER I
GENERAL PROVISIONS

Article 1

Subject-matter and objectives

1. This Regulation lays down rules relating to the protection of natural persons with regard to

the processing of personal data and rules relating to the free movement of personal data.

2. This Regulation protects fundamental rights and freedoms of natural persons and in

particular their right to the protection of personal data.

3. The free movement of personal data within the Union shall be neither restricted nor
prohibited for reasons connected with the protection of natural persons with regard to the
processing of personal data.

Article 2
Material scope

1. This Regulation applies to the processing of personal data wholly or partly by automated
means and to the processing other than by automated means of personal data which form
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Article 4

Definitions

For the purposes of this Regulation:

1)

)

©)

(4)

'personal data' means any information relating to an identified or identifiable natural person
(‘'data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that natural

person;

‘processing’ means any operation or set of operations which is performed on personal data
or on sets of personal data, whether or not by automated means, such as collection,
recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available,

alignment or combination, restriction, erasure or destruction;

'restriction of processing' means the marking of stored personal data with the aim of

limiting their processing in the future;

‘profiling’ means any form of automated processing of personal data consisting of the use
of personal data to evaluate certain personal aspects relating to a natural person, in
particular to analyse or predict aspects concerning that natural person's performance at
work, economic situation, health, personal preferences, interests, reliability, behaviour,

location or movements;
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5) 'pseudonymisation’ means the processing of personal data in such a manner that the
personal data can no longer be attributed to a specific data subject without the use of
additional information, provided that such additional information is kept separately and is
subject to technical and organisational measures to ensure that the personal data are not
attributed to an identified or identifiable natural person; ET BT/P ACID 0 5252 330.295 -1.722 Tm(()T
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(18)

‘enterprise’ means a natural or legal person engaged in an economic activity, irrespective of

its legal form, including partnerships or associations regularly engaged in an economic

activity;
(19) 'group of undertakings' means a controlling undertaking and its controlled undertakings;
(20) 'binding corporate rules' means personal data protection policies which are adhered to by a
controller or processor established on the territory of a Member State for transfers or a set
of transfers of personal data to a controller or processor in one or more third countries
within a group of undertakings, or group of enterprises engaged in a joint economic
activity;
(21) 'supervisory authority' means an independent public authority which is established by a
Member State pursuant to Article 51;
(22) 'supervisory authority concerned' means a supervisory authority which is concerned by the
processing of personal data because:
(@) the controller or processor is established on the territory of the Member State of that
supervisory authority;
(b) data subjects residing in the Member State of that supervisory authority are
substantially affected or likely to be substantially affected by the processing; or
(c) acomplaint has been lodged with that supervisory authority;
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(23)

(24)

(25)

(26)

‘cross-border processing' means either:

(@) processing of personal data which takes place in the context of the activities of
establishments in more than one Member State of a controller or processor in the
Union where the controller or processor is established in more than one

Member State; or

(b) processing of personal data which takes place in the context of the activities of a
single establishment of a controller or processor in the Union but which substantially
affects or is likely to substantially affect data subjects in more than one
Member State.

'relevant and reasoned objection' means an objection as to whether there is an infringement
of this Regulation or not, or whether the envisaged action in relation to the controller or
processor complies with this Regulation, which clearly demonstrates the significance of the
risks posed by the draft decision as regards the fundamental rights and freedoms of data

subjects and, where applicable, the free flow of personal data within the Union;

'information society service' means a service as defined in point (b) of Article 1(1) of
Directive (EU) 2015/1535 of the European Parliament and of the Council*;

'international organisation' means an organisation and its subordinate bodies governed by
public international law, or any other body which is set up by, or on the basis of, an

agreement between two or more countries.

Directive (EU) 2015/1535 of the European Parliament and of the Council of
9 September 2015 laying down a procedure for the provision of information in the field of
technical regulations and of rules on Information Society services (OJ L 241, 17.9.2015,

p. 1).
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CHAPTER 11l
PRINCIPLES

Article 5

Principles relating to processing of personal data
1. Personal data shall be:

(a) processed lawfully, fairly and in a transparent manner in relation to the data subject

('lawfulness, fairness and transparency');

(b) collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered to be

incompatible with the initial purposes (‘purpose limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for

which they are processed (‘data minimisation');

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken
to ensure that personal data that are inaccurate, having regard to the purposes for

which they are processed, are erased or rectified without delay (‘accuracy);
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(e) keptinaform which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods insofar as the personal data will be processed solely
for archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes in accordance with Article 89(1) subject to implementation of
the appropriate technical and organisational measures required by this Regulation in

order to safeguard the rights and freedoms of the data subject (‘storage limitation’);

() processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational

measures (‘integrity and confidentiality").
2. The controller shall be responsible for, and be able to demonstrate compliance with,
paragraph 1 (‘accountability").
Article 6

Lawfulness of processing

1. Processing shall be lawful only if and to the extent that at least one of the following

applies:

(a) the data subject has given consent to the processing of his or her personal data for

one or more specific purposes;
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(b)

(©)

(d)

(e)

(f)

processing is necessary for the performance of a contract to which the data subject is
party or in order to take steps at the request of the data subject prior to entering into a

contract;

processing is necessary for compliance with a legal obligation to which the controller

IS subject;

processing is necessary in order to protect the vital interests of the data subject or of

another natural person;

processing is necessary for the performance of a task carried out in the public interest
or in the exercise of official authority vested in the controller;

processing is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the
interests or fundamental rights and freedoms of the data subject which require

protection of personal data, in particular where the data subject is a child.

Point (f) of the first subparagraph shall not apply to processing carried out by public

authorities in the performance of their tasks.

2. Member States may maintain or introduce more specific provisions to adapt the application
of the rules of this Regulation with regard to processing for compliance with points (c)
and (e) of paragraph 1 by determining more precisely specific requirements for the
processing and other measures to ensure lawful and fair processing including for other
specific processing situations as provided for in Chapter 1X.
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3. The basis for the processing referred to in point (c) and (e) of paragraph 1 shall be laid
down by:

(@  Union law; or
(b) Member State law to which the controller is subject.

The purpose of the processing shall be determined in that legal basis or, as regards the
processing referred to in point (e) of paragraph 1, shall be necessary for the performance of
a task carried out in the public interest or in the exercise of official authority vested in the
controller. That legal basis may contain specific provisions to adapt the application of rules
of this Regulation, inter alia: the general conditions governing the lawfulness of processing
by the controller; the types of data which are subject to the processing; the data subjects
concerned; the entities to, and the purposes for which, the personal data may be disclosed:;
the purpose limitation; storage periods; and processing operations and processing
procedures, including measures to ensure lawful and fair processing such as those for other
specific processing situations as provided for in Chapter IX. The Union or the

Member State law shall meet an objective of public interest and be proportionate to the

legitimate aim pursued.
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4. Where the processing for a purpose other than that for which the personal data have been
collected is not based on the data subject's consent or on a Union or Member State law
which constitutes a necessary and proportionate measure in a democratic society to
safeguard the objectives referred to in Article 23(1), the controller shall, in order to
ascertain whether processing for another purpose is compatible with the purpose for which
the personal data are initially collected, take into account, inter alia:

(@) any link between the purposes for which the personal data have been collected and
the purposes of the intended further processing;

(b) the context in which the personal data have been collected, in particular regarding the
relationship between data subjects and the controller;

(c) the nature of the personal data, in particular whether special categories of personal
data are processed, pursuant to Article 9, or whether personal data related to criminal
convictions and offences are processed, pursuant to Article 10;

(d) the possible consequences of the intended further processing for data subjects;

(e) the existence of appropriate safeguards, which may include encryption or
pseudonymisation.
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Article 7

Conditions for consent

1. Where processing is based on
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(c) processing is necessary to protect the vital interests of the data subject or of another
natural person where the data subject is physically or legally incapable of giving

consent;

(d)
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(h